
© 2023 BDO USA, LLP. All rights reserved.

NIST CSF ASSESSMENTS
BDO DIGITAL SECURITY & COMPLIANCE SOLUTIONS

The NIST CSF is a set of optional standards, best practices, and recommendations 
for improving cybersecurity and risk management at the organizational level. 

In addition to helping organizations manage and reduce risks, it was designed to 
foster risk and cybersecurity management communications among both internal 
and external stakeholders.

The framework is made up of five critical security functions - Identify, Protect, 
Detect, Respond, and Recover – which sum up 23 Categories and 108 Controls.

These standards are designed to help organizations better manage and reduce 
cyber risk of all types, including malware, password theft, phishing attacks, DDoS, 
traffic interception, and social engineering, among others.

	X 	 Leadership would like to know – “How are we doing?”

	X 	 How you rank against your peers?

	X 	 Executive leadership would like an independent evaluation

	X 	 Internal staff struggles with the bigger picture

	X 	 You need help prioritizing technology and security initiatives

	X 	 A compliance requirement demands a third-party assessment 

	X 	 You want to know how vulnerable you are to attack

WHY PERFORM AN ASSESSMENT?OUR APPROACH

DISCOVERY

PERFORM ANALYSIS

ROADMAP & TIMELINE

DELIVERABLES OUR TEAM

	X 	 Kick-off Deck and Project Plan

	X 	 Weekly Status Report

	X 	 NIST CSF Alignment and 
Maturity

	X 	 Cyber Roadmap and Timeline

	X 	 Experienced Practitioners

	X 	 Prior executives in industry

	X 	 Credentialed and Certified 
(CISSP, CISM, CISA)
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